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QUESTION 1

Which three authentication methods does Windows Hello for Business support? Each correct answer presents a
complete solution. NOTE: Each correct selection is worth one point. 

A. fingerprint 

B. facial recognition 

C. PIN 

D. email verification 

E. security question 

Correct Answer: ABC 

Reference: https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-how-it-works-
authentication 

 

QUESTION 2

HOTSPOT 

Select the answer that correctly completes the sentence. 

Hot Area: 

Correct Answer: 



 

QUESTION 3

HOTSPOT 

Select the answer that correctly completes the sentence. 

Hot Area: 

Correct Answer: 

Reference: https://docs.microsoft.com/en-us/azure/active-directory/external-identities/what-is-b2b 

 

QUESTION 4

To which type of resource can Azure Bastion provide secure access? 

A. Azure Files 

B. Azure SQL Managed Instances 



C. Azure virtual machines 

D. Azure App Service 

Correct Answer: C 

Azure Bastion provides secure and seamless RDP/SSH connectivity to your virtual machines directly from the Azure
portal over TLS. 

 

QUESTION 5

HOTSPOT 

For each of the following statements, select Yes if the statement is true. Otherwise, select No. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 



Box 1: Yes 

Azure Active Directory B2C provides business-to-customer identity as a service. Your customers use their preferred
social, enterprise, or local account identities to get single sign-on access to your applications and APIs. 

Box 2: No 

Azure AD B2C is a separate service from Azure Active Directory (Azure AD). It is built on the same technology as Azure
AD but for a different purpose. It allows businesses to build customer facing applications, and then allow anyone to sign 

up into those applications with no restrictions on user account. 

Box 3: Yes 

Custom-branded identity solution 

Azure AD B2C is a white-label authentication solution. You can customize the entire user experience with your brand so
that it blends seamlessly with your web and mobile applications. 

Customize every page displayed by Azure AD B2C when your users sign up, sign in, and modify their profile
information. Customize the HTML, CSS, and JavaScript in your user journeys so that the Azure AD B2C experience
looks and feels 

like it\\'s a native part of your application. 

Reference: 

https://learn.microsoft.com/en-us/azure/active-directory-b2c/overview 

 

QUESTION 6

HOTSPOT 

For each of the following statements, select Yes if the statement is true. Otherwise, select No. 

NOTE: Each correct selection is worth one point. 



Hot Area: 

Correct Answer: 

Box 1: No 

Box 2: Yes 

Leaked Credentials indicates that the user\\'s valid credentials have been leaked. 

Box 3: Yes 

Multi-Factor Authentication can be required based on conditions, one of which is user risk. 

Reference: 

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/overview-identity-protection 

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks 

https://docs.microsoft.com/en-us/azure/active-directory/authentication/tutorial-risk-based-sspr-mfa 

 



QUESTION 7

Each product group at your company must show a distinct product logo in encrypted emails instead of the standard
Microsoft Office 365 logo. What should you do to create the branding templates? 

A. Create a Transport rule. 

B. Create an RMS template. 

C. Run the Set-IRMConfiguration cmdlet. 

D. Run the New-OMEConfiguration cmdlet. 

Correct Answer: D 

Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/add-your-organization-brand-to-encrypted-
messages?view=o365-worldwide 

 

QUESTION 8

HOTSPOT 

You use project codes that have a format of three alphabetical characters that represent the project type, followed by
three digits, for example Abc123. 

You need to create a new sensitive info type for the project codes. How should you configure the regular expression to
detect the content? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 



Reference: https://joannecklein.com/2018/08/07/build-and-use-custom-sensitive-information-types-in-office-365/ 

 

QUESTION 9

HOTSPOT For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each
correct selection is worth one point 

Hot Area: 

Correct Answer: 

Box 1: No 

Microsoft Sentinel data connectors are available for non-Microsoft services like Amazon Web Services. 



Box 2: Yes 

Once you have connected your data sources to Microsoft Sentinel, you can visualize and monitor the data using the
Microsoft Sentinel adoption of Azure Monitor Workbooks, which provides versatility in creating custom dashboards.
While the 

Workbooks are displayed differently in Microsoft Sentinel, it may be useful for you to see how to create interactive
reports with Azure Monitor Workbooks. Microsoft Sentinel allows you to create custom workbooks across your data, and
also 

comes with built-in workbook templates to allow you to quickly gain insights across your data as soon as you connect a
data source. 

Box 3: Yes 

To help security analysts look proactively for new anomalies that weren\\'t detected by your security apps or even by
your scheduled analytics rules, Microsoft Sentinel\\'s built-in hunting queries guide you into asking the right questions to
find 

issues in the data you already have on your network. 

Reference: https://docs.microsoft.com/en-us/azure/sentinel/data-connectors-reference 

https://docs.microsoft.com/en-us/azure/sentinel/monitor-your-data 

https://docs.microsoft.com/en-us/azure/sentinel/hunting 

 

QUESTION 10

Which pillar of identity relates to tracking the resources accessed by a user? 

A. authorization 

B. auditing 

C. administration 

D. authentication 

Correct Answer: B 

Audit logs in Azure Active Directory 

As an IT administrator, you want to know how your IT environment is doing. The information about your system\\'s
health enables you to assess whether and how you need to respond to potential issues. 

To support you with this goal, the Azure Active Directory portal gives you access to three activity logs: 

Sign-ins 

 

QUESTION 11

You have an Azure subscription. 



You need to implement approval-based, time-bound role activation. 

What should you use? 

A. Windows Hello for Business 

B. Azure Active Directory (Azure AD) Identity Protection 

C. access reviews in Azure Active Directory (Azure AD) 

D. Azure Active Directory (Azure AD) Privileged Identity Management (PIM) 

Correct Answer: D 

Reference: https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure 

 

QUESTION 12

HOTSPOT 

You create a sensitivity label as shown in the Sensitivity Label exhibit. 





You create an auto-labeling policy as shown in the Auto Labeling Policy exhibit. 

A user sends the following email: 

From: user1@contoso.com 

To: user2@fabrikam.com 

Subject: Address List 

Message Body: 

Here are the lists that you requested. 



Attachments:  

Both attachments contain lists of IP addresses. 

For each of the following statements, select Yes if the statement is true. Otherwise, select No. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 

Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/apply-sensitivity-label-
automatically?view=o365-worldwide 
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