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QUESTION 1

A forensic analyst receives a hard drive containing malware quarantined by the antivirus application. After creating an
image and determining the directory location of the malware file, which of the following helps to determine when the
system became infected? 

A. The malware file\\'s modify, access, change time properties. 

B. The timeline analysis of the file system. 

C. The time stamp of the malware in the swap file. 

D. The date/time stamp of the malware detection in the antivirus logs. 

Correct Answer: B 

Timelines can be used in digital forensics to identify when activity occurred on a computer. Timelines are mainly used
for data reduction or identifying specific state changes that have occurred on a computer. 

 

QUESTION 2

A security administrator wants to prevent sensitive data residing on corporate laptops and desktops from leaking outside
of the corporate network. The company has already implemented full-disk encryption and has disabled all peripheral
devices on its desktops and laptops. Which of the following additional controls MUST be implemented to minimize the
risk of data leakage? (Select TWO). 

A. A full-system backup should be implemented to a third-party provider with strong encryption for data in transit. 

B. A DLP gateway should be installed at the company border. 

C. Strong authentication should be implemented via external biometric devices. 

D. Full-tunnel VPN should be required for all network communication. 

E. Full-drive file hashing should be implemented with hashes stored on separate storage. 

F. Split-tunnel VPN should be enforced when transferring sensitive data. 

Correct Answer: BD 

Web mail, Instant Messaging and personal networking sites are some of the most common means by which corporate
data is leaked. 

Data loss prevention (DLP) is a strategy for making sure that end users do not send sensitive or critical information
outside the corporate network. The term is also used to describe software products that help a network administrator
control 

what data end users can transfer. 

DLP software products use business rules to classify and protect confidential and critical information so that
unauthorized end users cannot accidentally or maliciously share data whose disclosure could put the organization at
risk. For 



example, if an employee tried to forward a business email outside the corporate domain or upload a corporate file to a
consumer cloud storage service like Dropbox, the employee would be denied permission. 

Full-tunnel VPN should be required for all network communication. This will ensure that all data transmitted over the
network is encrypted which would prevent a malicious user accessing the data by using packet sniffing. 

 

QUESTION 3

Company A has noticed abnormal behavior targeting their SQL server on the network from a rogue IP address. The
company uses the following internal IP address ranges: 

192.10.1.0/24 for the corporate site and 192.10.2.0/24 for the remote site. The Telco router interface uses the
192.10.5.0/30 IP range. 

Instructions: Click on the simulation button to refer to the Network Diagram for Company A. 

Click on Router 1, Router 2, and the Firewall to evaluate and configure each device. 

Task 1: Display and examine the logs and status of Router 1, Router 2, and Firewall interfaces. 

Task 2: Reconfigure the appropriate devices to prevent the attacks from continuing to target the SQL server and other
servers on the corporate network. 





Correct Answer: 



 

We have traffic coming from two rogue IP addresses: 192.10.3.204 and 192.10.3.254 (both in the 192.10.30.0/24
subnet) going to IPs in the corporate site subnet (192.10.1.0/24) and the remote site subnet (192.10.2.0/24). We need to
Deny (block) this traffic at the firewall by ticking the following two checkboxes: 

 

QUESTION 4

A system administrator needs to meet the maximum amount of security goals for a new DNS infrastructure. The
administrator deploys DNSSEC extensions to the domain names and infrastructure. Which of the following security
goals does this meet? (Select TWO). 

A. Availability 

B. Authentication 

C. Integrity 



D. Confidentiality 

E. Encryption 

Correct Answer: BC 

DNSSEC (short for DNS Security Extensions) adds security to the Domain Name System. The original design of the
Domain Name System (DNS) did not include security; instead it was designed to be a scalable distributed system. The
Domain Name System Security Extensions (DNSSEC) attempts to add security, while maintaining backwards
compatibility. DNSSEC was designed to protect Internet resolvers (clients) from forged DNS data, such as that created
by DNS cache poisoning. It is a set of extensions to DNS, which provide to DNS clients (resolvers): origin authentication
of DNS data data integrity (but not availability or confidentiality) authenticated denial of existence. 

All answers in DNSSEC are digitally signed. By checking the digital signature, a DNS resolver is able to check if the
information is identical (correct and complete) to the information on the authoritative DNS server. While protecting IP
addresses is the immediate concern for many users, DNSSEC can protect other information such as general-purpose
cryptographic certificates stored in CERT records in the DNS. 

 

QUESTION 5

In an effort to reduce internal email administration costs, a company is determining whether to outsource its email to a
managed service provider that provides email, spam, and malware protection. The security manager is asked to provide
input regarding any security implications of this change. Which of the following BEST addresses risks associated with
disclosure of intellectual property? 

A. Require the managed service provider to implement additional data separation. 

B. Require encrypted communications when accessing email. 

C. Enable data loss protection to minimize emailing PII and confidential data. 

D. Establish an acceptable use policy and incident response policy. 

Correct Answer: C 

 

QUESTION 6

An insurance company is looking to purchase a smaller company in another country. Which of the following tasks would
the security administrator perform as part of the security due diligence? 

A. Review switch and router configurations 

B. Review the security policies and standards 

C. Perform a network penetration test 

D. Review the firewall rule set and IPS logs 

Correct Answer: B 

IT security professionals should have a chance to review the security controls and practices of a company targeted for
acquisition. Any irregularities that are found should be reported to management so that expenses and concerns are
properly identified. 



 

QUESTION 7

Executive management is asking for a new manufacturing control and workflow automation solution. This application will
facilitate management of proprietary information and closely guarded corporate trade secrets. 

The information security team has been a part of the department meetings and come away with the following notes: 

Human resources would like complete access to employee data stored in the application. They would like automated
data interchange with the employee management application, a cloud-based SaaS application. 

Sales is asking for easy order tracking to facilitate feedback to customers. 

Legal is asking for adequate safeguards to protect trade secrets. They are also concerned with data ownership
questions and legal jurisdiction. 

Manufacturing is asking for ease of use. Employees working the assembly line cannot be bothered with additional steps
or overhead. System interaction needs to be quick and easy. 

Quality assurance is concerned about managing the end product and tracking overall performance of the product being
produced. They would like read-only access to the entire workflow process for monitoring and baselining. 

The favored solution is a user friendly software application that would be hosted onsite. It has extensive ACL
functionality, but also has readily available APIs for extensibility. It supports read-only access, kiosk automation, custom
fields, and 

data encryption. 

Which of the following departments\\' request is in contrast to the favored solution? 

A. Manufacturing 

B. Legal 

C. Sales 

D. Quality assurance 

E. Human resources 

Correct Answer: E 

The human resources department wanted complete access to employee data stored in the application, and an
automated data interchange with their cloud-based SaaS employee management application. However, the favored
solution provides read-only access and is hosted onsite. 

 

QUESTION 8

A team is established to create a secure connection between software packages in order to list employee\\'s remaining
or unused benefits on their paycheck stubs. Which of the following business roles would be MOST effective on this
team? 

A. Network Administrator, Database Administrator, Programmers 



B. Network Administrator, Emergency Response Team, Human Resources 

C. Finance Officer, Human Resources, Security Administrator 

D. Database Administrator, Facilities Manager, Physical Security Manager 

Correct Answer: C 

 

QUESTION 9

In order for a company to boost profits by implementing cost savings on non-core business activities, the IT manager
has sought approval for the corporate email system to be hosted in the cloud. The compliance officer has been tasked
with ensuring that data lifecycle issues are taken into account. Which of the following BEST covers the data lifecycle
end- to-end? 

A. Creation and secure destruction of mail accounts, emails, and calendar items 

B. Information classification, vendor selection, and the RFP process 

C. Data provisioning, processing, in transit, at rest, and de-provisioning 

D. Securing virtual environments, appliances, and equipment that handle email 

Correct Answer: C 

 

QUESTION 10

An administrator is implementing a new network-based storage device. In selecting a storage protocol, the administrator
would like the data in transit\\'s integrity to be the most important concern. Which of the following protocols meets these
needs by implementing either AES-CMAC or HMAC-SHA256 to sign data? 

A. SMB 

B. NFS 

C. FCoE 

D. iSCSI 

Correct Answer: A 

Server Message Block (SMB) is a protocol that has long been used by Windows computers for sharing files, printers
and other resources among computers on the network. The server message blocks are the requests that an SMB client 

sends to a server and the responses that the server sends back to the client. 

Microsoft has improved the SMB protocol over the years. In 2006, they came out with a new version, SMB 2.0, in
conjunction with Vista, and SMB 2.1 with Windows 7. Version 2 was a major revision with significant changes, including
a 

completely different packet format. Windows 8 introduces another new version, SMB 3.0. Microsoft has made a number
of security improvements in SMB 3.0, which will be introduced in the Windows 8 client and Windows Server 2012. A
new 



algorithm is used for SMB signing. SMB 2.x uses HMAC-SHA256. SMB 3.0 uses AES-CMAC. CMAC is based on a
symmetric key block cipher (AES), whereas HMAC is based on a hash function (SHA). AES (Advanced Encryption
Standard) 

is the specification adopted by the U.S. government in 2002 and was approved by the National Security Agency (NSA)
for encryption of top secret information. 

 

QUESTION 11

The Information Security Officer (ISO) is reviewing new policies that have been recently made effective and now apply
to the company. Upon review, the ISO identifies a new requirement to implement two-factor authentication on the
company\\'s wireless system. Due to budget constraints, the company will be unable to implement the requirement for
the next two years. The ISO is required to submit a policy exception form to the Chief Information Officer (CIO). Which
of the following are MOST important to include when submitting the exception form? (Select THREE). 

A. Business or technical justification for not implementing the requirements. 

B. Risks associated with the inability to implement the requirements. 

C. Industry best practices with respect to the technical implementation of the current controls. 

D. All sections of the policy that may justify non-implementation of the requirements. 

E. A revised DRP and COOP plan to the exception form. 

F. Internal procedures that may justify a budget submission to implement the new requirement. 

G. Current and planned controls to mitigate the risks. 

Correct Answer: ABG 

The Exception Request must include: 

A description of the non-compliance. 

The anticipated length of non-compliance (2-year maximum). The proposed assessment of risk associated with non-
compliance. The proposed plan for managing the risk associated with non-compliance. The proposed metrics for
evaluating 

the success of risk management (if risk is significant). The proposed review date to evaluate progress toward
compliance. An endorsement of the request by the appropriate Information Trustee (VP or Dean). 

 

QUESTION 12

The internal audit department is investigating a possible breach of security. One of the auditors is sent to interview the
following employees: 

Employee A: Works in the accounts receivable office and is in charge of entering data into the finance system. 

Employee B: Works in the accounts payable office and is in charge of approving purchase orders. 

Employee C: Is the manager of the finance department, supervises Employee A and Employee B, and can perform the
functions of both Employee A and Employee B. 



Which of the following should the auditor suggest be done to avoid future security breaches? 

A. All employees should have the same access level to be able to check on each others. 

B. The manager should only be able to review the data and approve purchase orders. 

C. Employee A and Employee B should rotate jobs at a set interval and cross-train. 

D. The manager should be able to both enter and approve information. 

Correct Answer: B 
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