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QUESTION 1

A penetration tester finds that a company\\'s login credentials for the email client were being sent in clear text. Which of
the following should be done to provide encrypted logins to the email server? 

A. Enable IPSec and configure SMTP. 

B. Enable SSH and LDAP credentials. 

C. Enable MIME services and POP3. 

D. Enable an SSL certificate for IMAP services. 

Correct Answer: D 

 

QUESTION 2

A company has a data classification system with definitions for "Private" and public." The company\\'s security policy
outlines how data should be protected based on type. The company recently added the data type "Proprietary". Which
of the following is the MOST likely reason the company added this data type? 

A. Reduced cost 

B. More searchable data 

C. Better data classification 

D. Expanded authority of the privacy officer 

Correct Answer: C 

 

QUESTION 3

A company has three divisions, each with its own networks and services. The company decides to make its secure web
portal accessible to all employees utilizing their existing usernames and passwords. The security administrator has
elected to use SAML to support authentication. In this scenario, which of the following will occur when users try to
authenticate to the portal? (Select two.) 

A. The portal will function as a service provider and request an authentication assertion. 

B. The portal will function as an identity provider and issue an authentication assertion. 

C. The portal will request an authentication ticket from each network that is transitively trusted. 

D. The back-end networks will function as an identity provider and issue an authentication assertion. 

E. The back-end networks will request authentication tickets from the portal, which will act as the third-party service
provider authentication store. 

F. The back-end networks will verify the assertion token issued by the portal functioning as the identity provider. 



Correct Answer: AB 

 

QUESTION 4

Which of the following can affect electrostatic discharge in a network operations center? 

A. Fire suppression 

B. Environmental monitoring 

C. Proximity card access 

D. Humidity controls 

Correct Answer: D 

 

QUESTION 5

A security administrator returning from a short vacation receives an account lock-out message when attempting to log
into the computer. After getting the account unlocked the security administrator immediately notices a large amount of 

emails alerts pertaining to several different user accounts being locked out during the past three days. The security
administrator uses system logs to determine that the lock-outs were due to a brute force attack on all accounts that has
been 

previously logged into that machine. 

Which of the following can be implemented to reduce the likelihood of this attack going undetected? 

A. Password complexity rules 

B. Continuous monitoring 

C. User access reviews 

D. Account lockout policies 

Correct Answer: B 

 

QUESTION 6

A company researched the root cause of a recent vulnerability in its software. It was determined that the vulnerability
was the result of two updates made in the last release. Each update alone would not have resulted in the vulnerability.
In order to prevent similar situations in the future, the company should improve which of the following? 

A. Change management procedures 

B. Job rotation policies 

C. Incident response management 



D. Least privilege access controls 

Correct Answer: A 

 

QUESTION 7

Which of the following BEST describes an attack where communications between two parties are intercepted and
forwarded to each party with neither party being aware of the interception and potential modification to the
communications? 

A. Spear phishing 

B. Main-in-the-middle 

C. URL hijacking 

D. Transitive access 

Correct Answer: B 

 

QUESTION 8

Joe a computer forensic technician responds to an active compromise of a database server. Joe first collects
information in memory, then collects network traffic and finally conducts an image of the hard drive. Which of the
following procedures did Joe follow? 

A. Order of volatility 

B. Chain of custody 

C. Recovery procedure 

D. Incident isolation 

Correct Answer: A 

 

QUESTION 9

The SSID broadcast for a wireless router has been disabled but a network administrator notices that unauthorized users
are accessing the wireless network. The administer has determined that attackers are still able to detect the presence
of 

the wireless network despite the fact the SSID has been disabled. 

Which of the following would further obscure the presence of the wireless network? 

A. Upgrade the encryption to WPA or WPA2 

B. Create a non-zero length SSID for the wireless router 

C. Reroute wireless users to a honeypot 



D. Disable responses to a broadcast probe request 

Correct Answer: D 

 

QUESTION 10

Which of the following use the SSH protocol? 

A. Stelnet 

B. SCP 

C. SNMP 

D. FTPS 

E. SSL 

F. SFTP 

Correct Answer: BF 

 

QUESTION 11

Which of the following attacks specifically impacts data availability? 

A. DDoS 

B. Trojan 

C. MITM 

D. Rootkit 

Correct Answer: A 

References: 

 

QUESTION 12

The Chief Technology Officer (CTO) of a company, Ann, is putting together a hardware budget for the next 10 years.
She is asking for the average lifespan of each hardware device so that she is able to calculate when she will have to
replace 

each device. 

Which of the following categories BEST describes what she is looking for? 

A. ALE 

B. MTTR 



C. MTBF 

D. MTTF 

Correct Answer: D 
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