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QUESTION 1

What does a Windows client need for it to perform EAS-PEAP successfully when `Validate server Certificate\\' is not
enabled? 

A. Pre-shared key 

B. Client Certificate 

C. WPA2-PSK 

D. Username and Password 

E. Server Certificate 

Correct Answer: D 

 

QUESTION 2

Refer to the exhibit. 

Based on the Enforcement Policy configuration shown, when a user with Role Remote Worker connects to the network
and the posture token assigned is quarantine, which Enforcement Profile will be applied? 

A. RestrictedACL 

B. Remote Employee ACL 

C. [Deny Access Profile] 



D. EMPLOYEE_VLAN 

E. HR VLAN 

Correct Answer: B 

The first rule will match, and the Remote Employee ACL will be used. 

 

QUESTION 3

Refer to the exhibit. 

Based on the ClearPass and Aruba Controller configuration settings for Onboarding shown, which statement accurately
describes an employee\\'s new personal device connecting to the Onboarding network? (Select two.) 

A. Post-Onboarding, the device will be assigned the BYOD-Provision firewall role in the Aruba Controller. 



B. Pre-Onboarding, the device will be redirected to the `Onboarding Page\\' Captive Portal. 

C. The BYOD-Provision role is a ClearPass internal role and exists in ClearPass. 

D. The device will not be redirected to any Onboarding page. 

E. Pre-Onboarding, the device will be assigned the BYOD-Provision firewall role in the Aruba Controller. 

Correct Answer: BE 

You can pre-provision with the Aruba controller firewall role of BYOD-Provision. 

From the Firewall policies part of the exhibit, we see that the onboarding page is set to captive portal. 

References: https://community.arubanetworks.com/t5/Security/CP-OnBoard-not-redirecting-to-portal-on-single-SSID/td-
p/284506 

 

QUESTION 4

Which types of files are stored in the Local Shared Folders database in ClearPass? (Select two.) 

A. Software image 

B. Backup files 

C. Log files 

D. Device fingerprint dictionaries 

E. Posture dictionaries 

Correct Answer: BC 

 

QUESTION 5

Refer to the exhibit. 



A guest connects to the Guest SSID and authenticates successfully using the guest.php web login page. 

Based on the MAC Caching service information shown, which statement about the guests\\' MAC address is accurate? 

A. It will be visible in the Guest User Repository with Unknown Status 

B. It will be deleted from the Endpoint table. 

C. It will be visible in the Guest User Repository with Known Status. 

D. It will be visible in the Endpoints table with Known Status. 

E. It will be visible in the Endpoints table with Unknown Status. 

Correct Answer: D 

 

QUESTION 6

An employee authenticates using a corporate laptop and runs the persistent Onguard agent to send a health check back
the Policy Manager. Based on the health of the device, a VLAN is assigned to the corporate laptop. Which licenses are
consumed in this scenario? 

A. 1 Policy Manager license, 1 Onboard License 

B. 2 Policy Manager licenses, 1 Onguard License 

C. 1 Policy Manager license, 1 Profile License 

D. 2 Policy Manager licenses, 2 Onguard licenses 

E. 1 Policy Manager license, 1 Onguard License 

Correct Answer: E 



 

QUESTION 7

Under which circumstances is it necessary to use an SNMP based Enforcement profile to send a VLAN? 

A. when a VLAN must be assigned to a wired user on an Aruba Mobility Controller 

B. when a VLAN must be assigned to a wireless user on an Aruba Mobility Controller 

C. when a VLAN must be assigned to a wired user on a third party wired switch that does not support RADIUS return
attributes 

D. when a VLAN must be assigned to a wired user on an Aruba Mobility Access Switch 

E. when a VLAN must be assigned to a wired user on a third party wired switch that does not support RADIUS
accounting 

Correct Answer: C 

 

QUESTION 8

Refer to the exhibit. 

Under which circumstances will ClearPass select the Policy Service named `Test device group\\'? 

A. when the NAD belongs to an Airware device group HQ 

B. when the ClearPass IP address is part of the device group HQ 

C. when the Aruba access point that the client is associated to is part of the device group HQ 

D. when an end user IP address is part of the device group HQ 

E. when the IP address of the NAD is part of the device group HQ 

Correct Answer: E 



 

QUESTION 9

Refer to the exhibit. 

Based on the information shown, which field in the Captive Portal Authentication profile should be changed so that guest
users are redirected to a page on ClearPass when they connect to the Guest SSID? 

A. both Login and Welcome Page 

B. Default Role 

C. Welcome Page 

D. Default Guest Role 

E. Login Page 

Correct Answer: E 

The Login page is the URL of the page that appears for the user logon. This can be set to any URL. 

The Welcome page is the URL of the page that appears after logon and before redirection to the web URL. This can be
set to any URL. 

References: http://www.arubanetworks.com/techdocs/ArubaOS_63_Web_Help/Content/ArubaFrameStyles/Captive_Por



tal/Captive_Portal_Authentic.htm 

 

QUESTION 10

Refer to the exhibit. 

Based on the configuration of the Enforcement Profiles in the Onboard Authorization service shown, which Onboarding
action will occur? 

A. The device will be disconnected from the network after Onboarding so that an EAP-TLS authentication is not
performed. 

B. The device will be disconnected from and reconnected to the network after Onboarding is completed. 

C. The device\\'s onboard authorization request will be denied. 

D. The device will be disconnected after post-Onboarding EAP-TLS authentication, so a second EAP-TLS
authentication is performed. 

E. After logging in on the Onboard web login page, the device will be disconnected form and reconnected to the network
before Onboard begins. 

Correct Answer: B 

 

QUESTION 11

What is the purpose of the Audit Viewer in the Monitoring section of ClearPass Policy Manager? 

A. to audit client authentications 

B. to display changes made to the ClearPass configuration 

C. to display the entire configuration of the ClearPass Policy Manager 

D. to audit the network for PCI compliance 



E. to display system events like high CPU usage. 

Correct Answer: B 

 

QUESTION 12

An SNMP probe is sent from ClearPass to a network access device, but ClearPass is unable to obtain profiling
information. What are likely causes? (Select three.) 

A. Only SNMP read has been configured but SNMP write is needed for profiling information. 

B. An external firewall is blocking SNMP traffic. 

C. SNMP is not enabled on the NAD. 

D. SNMP community string in the ClearPass and NAD configuration is mismatched. 

E. SNMP probing is not supported between ClearPass and NADs. 

Correct Answer: BCD 

Verify firewall port 162 (default) is open between AMP and the controller. 

SNMP must be enabled on the NAD. 

The community string that ClearPass is using to access the NAD might be wrong. 

References: https://community.arubanetworks.com/t5/Monitoring-Management-Location/SNMP-Get-Failed-quot-error-
message/ta-p/169774 
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