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QUESTION 1

A game developer is purchasing a computing device to develop a game and recognizes the game engine software will
require a device with high-end specifications that can be upgraded. Which of the following devices would be BEST for
the developer to buy? 

A. Laptop 

B. Server 

C. Game console 

D. Workstation 

Correct Answer: B 

 

QUESTION 2

Ann, a user, is experiencing difficulty getting her IP-based security camera to function at her house after a rain storm
that caused a power interruption. The camera has an LED light indicating it has power. Which of the following is MOST
likely the problem? 

A. The power interruption caused the camera to malfunction. 

B. Ann has a compatibility problem with the camera. 

C. A firmware update needs to be applied to the camera. 

D. Ann\\'s Internet connection and wireless router are still down. 

Correct Answer: D 

 

QUESTION 3

A large payment website was breached recently. A user is concerned that the breach will affect account security on
other sites. Which of the following password best practices would mitigate this risk? 

A. Password history 

B. Password reuse 

C. Password expiration 

D. Password age 

Correct Answer: C 

 

QUESTION 4



Which of the following is MOST likely to be considered protected personal information? 

A. Property tax records 

B. Court records 

C. Medical records 

D. Genealogy records 

Correct Answer: C 

 

QUESTION 5

Which of the following describes something in a database that refers to the unique identifier in the parent table? 

A. Attribute 

B. Constraint 

C. Foreign key 

D. Schema 

Correct Answer: A 

 

QUESTION 6

Which of the following database concepts would MOST likely use a CSV file? 

A. Data querying 

B. Data reports 

C. Data importing 

D. Data persistence 

Correct Answer: B 

 

QUESTION 7

Concerned with vulnerabilities on a home network, an administrator replaces the wireless router with a recently released
new device. After configuring the new device utilizing the old SSID and key, some light switches are no longer
communicating. Which of the following is the MOST likely cause? 

A. The light switches do not support WPA2. 

B. The router is operating on a different channel. 

C. The key does not meet password complexity requirements. 



D. The SSID is not being broadcast. 

Correct Answer: B 

 

QUESTION 8

A user logs into a laptop using a username and complex password. This is an example of: 

A. biometrics 

B. multifactor authentication 

C. least privilege 

D. single-factor authentication 

Correct Answer: D 

 

QUESTION 9

Joe, a user, finds out his password for a social media site has been compromised. Joe tells a friend that his email and
banking accounts are probably also compromised. Which of the following has Joe MOST likely performed? 

A. Password reuse 

B. Snooping 

C. Social engineering 

D. Phishing 

Correct Answer: A 

 

QUESTION 10

Which of the following authorization techniques is used to assign permissions and authorize a user based on job title or
function? 

A. Rule-based access control 

B. Mandatory access control 

C. Role-based access control 

D. Discretionary access control 

Correct Answer: C 

 

QUESTION 11



Which of the following BEST describes the practice of providing user credentials when logging onto the network? 

A. Output 

B. Storage 

C. Input 

D. Processing 

Correct Answer: C 

 

QUESTION 12

Which of the following would be BEST to keep the data on a laptop safe if the laptop is lost or stolen? 

A. Host-based firewall 

B. Strong administrator password 

C. Anti-malware software 

D. Full disk encryption 

Correct Answer: D 
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