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QUESTION 1

A single AP is configured with three separate WLAN profiles, as follows: 

1. 

SSID: ABCData BSSID: 00:11:22:00:1F:C3 VLAN 10 Security: PEAPv0/EAP- MSCHAPv2 with AESCCMP 3 current
clients 

2. 

SSID: ABCVoice BSSID: 00:11:22:00:1F:C4 VLAN 60 Security: WPA2-Personal with AES-CCMP 2 current clients 

3. 

SSID: Guest BSSID: 00:11:22:00:1F:C5 VLAN 90 Security: Open with captive portal authentication 3 current clients
Three STAs are connected to ABCData. Three STAs are connected to Guest. Two STAs are connected to ABCVoice. 

How many unique GTKs and PTKs are currently in place in this scenario? 

A. 1 GTK 8 PTKs 

B. 2 GTKs 5 PTKs 

C. 2 GTKs 8 PTKs 

D. 3 GTKs 8 PTKs 

Correct Answer: B 

 

QUESTION 2

Given: You have implemented strong authentication and encryption mechanisms for your enterprise 

802.11 WLAN using 802.1X/EAP with AES-CCMP. 

For users connecting within the headquarters office, what other security solution will provide continuous monitoring of
both clients and APs with 802.11-specific tracking? 

A. IPSec VPN client and server software 

B. Internet firewall software 

C. Wireless intrusion prevention system 

D. WLAN endpoint agent software 

E. RADIUS proxy server 

Correct Answer: C 

 



QUESTION 3

What statement accurately describes the functionality of the IEEE 802.1X standard? 

A. Port-based access control with EAP encapsulation over the LAN (EAPoL) 

B. Port-based access control with dynamic encryption key management and distribution 

C. Port-based access control with support for authenticated-user VLANs only 

D. Port-based access control with mandatory support of AES-CCMP encryption 

E. Port-based access control, which allows three frame types to traverse the uncontrolled port: EAP, DHCP, and DNS. 

Correct Answer: A 

 

QUESTION 4

When using a tunneled EAP type, such as PEAP, what component is protected inside the TLS tunnel so that it is not
sent in clear text across the wireless medium? 

A. X.509 certificates 

B. User credentials 

C. Server credentials 

D. RADIUS shared secret 

Correct Answer: B 

 

QUESTION 5

Given: Your organization is using EAP as an authentication framework with a specific type that meets the requirements
of your corporate policies. 

Which one of the following statements is true related to this implementation? 

A. The client will be the authenticator in this scenario. 

B. The client STAs must use a different, but complementary, EAP type than the AP STAs. 

C. The client STAs may communicate over the uncontrolled port in order to authenticate as soon as Open System
authentication completes. 

D. The client STAs may communicate over the controlled port in order to authenticate as soon as the Open System
authentication completes. 

Correct Answer: C 

 

QUESTION 6



Given: An 802.1X/EAP implementation includes an Active Directory domain controller running Windows Server 2012
and an AP from a major vendor. A Linux server is running RADIUS and it queries the domain controller for user
credentials. A Windows client is accessing the network. 

What device functions as the EAP Supplicant? 

A. Linux server 

B. Windows client 

C. Access point 

D. Windows server 

E. An unlisted switch 

F. An unlisted WLAN controller 

Correct Answer: B 

 

QUESTION 7

Given: Many computer users connect to the Internet at airports, which often have 802.11n access points with a captive
portal for authentication. 

While using an airport hot-spot with this security solution, to what type of wireless attack is a user susceptible? (Choose
2) 

A. Man-in-the-Middle 

B. Wi-Fi phishing 

C. Management interface exploits 

D. UDP port redirection 

E. IGMP snooping 

Correct Answer: AB 

 

QUESTION 8

Given: You have a Windows laptop computer with an integrated, dual-band, Wi-Fi compliant adapter. Your laptop
computer has protocol analyzer software installed that is capable of capturing and decoding 802.11ac data. 

What statement best describes the likely ability to capture 802.11ac frames for security testing purposes? 

A. All integrated 802.11ac adapters will work with most protocol analyzers for frame capture, including the Radio Tap
Header. 

B. Integrated 802.11ac adapters are not typically compatible with protocol analyzers in Windows laptops. It is often best
to use a USB adapter or carefully select a laptop with an integrated adapter that will work. 



C. Laptops cannot be used to capture 802.11ac frames because they do not support MU-MIMO. 

D. Only Wireshark can be used to capture 802.11ac frames as no other protocol analyzer has implemented the proper
frame decodes. 

E. The only method available to capture 802.11ac frames is to perform a remote capture with a compatible access
point. 

Correct Answer: B 

 

QUESTION 9

Given: You are the WLAN administrator in your organization and you are required to monitor the network and ensure all
active WLANs are providing RSNs. You have a laptop protocol analyzer configured. 

In what frame could you see the existence or non-existence of proper RSN configuration parameters for each BSS
through the RSN IE? 

A. Probe request 

B. Beacon 

C. RTS 

D. CTS 

E. Data frames 

Correct Answer: B 

 

QUESTION 10

Joe\\'s new laptop is experiencing difficulty connecting to ABC Company\\'s 802.11 WLAN using 802.1X/EAP PEAPv0.
The company\\'s wireless network administrator assured Joe that his laptop was authorized in the WIPS management
console for connectivity to ABC\\'s network before it was given to him. The WIPS termination policy includes alarms for
rogue stations, roque APs, DoS attacks and unauthorized roaming. 

What is a likely reason that Joe cannot connect to the network? 

A. Joe disabled his laptop\\'s integrated 802.11 radio and is using a personal PC card radio with a different chipset,
drivers, and client utilities. 

B. Joe\\'s integrated 802.11 radio is sending multiple Probe Request frames on each channel. 

C. An ASLEAP attack has been detected on APs to which Joe\\'s laptop was trying to associate. The WIPS responded
by disabling the APs. 

D. Joe configured his 802.11 radio card to transmit at 100 mW to increase his SNR. The WIPS is detecting this much
output power as a DoS attack. 

Correct Answer: A 

 



QUESTION 11

Given: ABC Company has 20 employees and only needs one access point to cover their entire facility. Ten of ABC
Company\\'s employees have laptops with radio cards capable of only WPA security. The other ten employees have
laptops with radio cards capable of WPA2 security. The network administrator wishes to secure all wireless
communications (broadcast and unicast) for each laptop with its strongest supported security mechanism, but does not
wish to implement a RADIUS/AAA server due to complexity. 

What security implementation will allow the network administrator to achieve this goal? 

A. Implement an SSID with WPA2-Personal that allows both AES-CCMP and TKIP clients to connect. 

B. Implement an SSID with WPA-Personal that allows both AES-CCMP and TKIP clients to connect. 

C. Implement two separate SSIDs on the AP--one for WPA-Personal using TKIP and one for WPA2Personal using AES-
CCMP. 

D. Implement an SSID with WPA2-Personal that sends all broadcast traffic using AES-CCMP and unicast traffic using
either TKIP or AES-CCMP. 

Correct Answer: C 

 

QUESTION 12

Given: ABC Company secures their network with WPA2-Personal authentication and AES- CCMP encryption. 

What part of the 802.11 frame is always protected from eavesdroppers by this type of security? 

A. All MSDU contents 

B. All MPDU contents 

C. All PPDU contents 

D. All PSDU contents 

Correct Answer: A 
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