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QUESTION 1

Which of the following data replication methods provides the shortest RPO? 

A. Asynchronous 

B. Full 

C. Synchronous 

D. Incremental 

Correct Answer: C 

 

 

QUESTION 2

A real-time video-streaming company is determining the best cloud provider for high network performance, availability,
and reliability requirements for the company\\'s all-in cloud strategy. The new service should survive any regional
disruption without any customer downtime. Which of the following is the BEST solution? 

A. The cloud provider is available in two regions, and it provides high SLA. The maximum RTT is below 50ms, and the
dropped packets are below 2%. 

B. The cloud provider offer and hybrid solution, in three regions with maximum RTT, is below 50ms, and the dropped
packets are below 2%. 

C. The cloud provider is available in three availability zones, the average RTT is below 50ms, and the dropped packets
are below 2%. 

D. The cloud provider is available in two regions. The average RTT is below 50ms, and the dropped packets are below
2%. 

Correct Answer: C 

 

QUESTION 3

A host with 30 VMs has 64GB of RAM, four quad-core CPUs, four 1-gigabit NICs and is connected to a NAS that
provides NFS volumes. The hosted VMs are reporting slow performance. From the information given, which of the
following is the MOST likely cause of the slow performance? 

A. Insufficient NAS capacity 

B. The server is using 110V instead of 220V 

C. One hard drive has failed in the RAID 5 

D. Insufficient network capacity 

Correct Answer: D 



 

QUESTION 4

Which of the following protocols allows fibre channel to be transmitted over the network? 

A. HBA 

B. FCoE 

C. NFS 

D. iSCSI 

Correct Answer: B 

 

QUESTION 5

An administrator is configuring a website in the cloud. Which of the following secure network protocols should the
administrator configure? 

A. HTTP 

B. IPSEC 

C. SSL 

D. SSH 

Correct Answer: C 

 

QUESTION 6

A large finance firm processes three times as many transactions in December of each year. The transactions are
processed in a private cloud. Management wants to avoid adding permanent resources to accommodate the single
month increase. Which of the following is the BEST way to meet the need? 

A. Migrate all transaction processing to a public cloud and size capacity for the largest seasonal needs. 

B. Keep current capacity for processing, but implement cloud bursting to auto scale the resources without having to
invest in infrastructure. 

C. Determine usage patterns over time and virtualize the processing traffic to give room for seasonal changes in
resource demand. 

D. Determine usage patterns for the seasonal capacity needs and add physical resources to allow additional
processing. 

Correct Answer: B 

 

QUESTION 7



A cloud architect is tasked with isolating traffic between subnets in an IaaS platform. The networks should be able to
statefully communicate with each other. Given this scenario, which of the following should the architect implement? 

A. Configure security groups. 

B. Configure HIPS policies. 

C. Configure IDS policies. 

D. Configure a network ACL. 

Correct Answer: A 

 

QUESTION 8

A company purchased a SaaS CRM application. The signed SLA meets year-round performance requirements. Three
months after deployment, customers start reporting a slow application response time. System availability, connectivity,
and proper functionality still meet the SLA. Which of the following is MOST likely the reason for the poor response
time? 

A. Incorrect business requirements are invalidating the testing results. 

B. Bandwidth restrictions are causing poor performance. 

C. The application version is causing compatibility issues. 

D. Inadequate documentation is affecting the user interface. 

Correct Answer: C 

 

QUESTION 9

A cloud engineer received a support call indicating web apps running on an IaaS server are unavailable. The engineer
took the following trouble-shooting steps: 

- Hypothesized the server outage is considered to be the cause of the problem. 

-Performed rollback of applied patches. 

-Ensured all web apps are running correctly. 

-Documented the incident. 

Which of the following troubleshooting methodology steps did the cloud engineer overlook? 

A. Establish the theory of probable cause. 

B. Establish a plan of action and implement the solution. 

C. Test the theory to determine the cause. 

D. Verify system functionality. 



Correct Answer: C 

 

QUESTION 10

Which of the following will allow the administrator to be able to reduce Internet Service Provider costs for two sites that
have replication as a preferred method for disaster recovery events? 

A. Caching on two sites 

B. Redirection 

C. Caching on one site 

D. Compression 

Correct Answer: D 

 

QUESTION 11

An organization just went through a substantial audit, and the top findings were orphaned and inactive privileged
accounts. Given the scenario, which of the following would be the BEST method for addressing these findings? 

A. SSO with federation integration 

B. ACLs and permissions verification 

C. Multifactor authentication 

D. Time-bound, just-in-time account provisioning 

Correct Answer: A 

 

QUESTION 12

Which of the following will use ICMP to successively check hops between the source and destination? 

A. traceroute 

B. netstat 

C. dig 

D. route 

Correct Answer: A 
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