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QUESTION 1

An organization striving to be on the leading edge in regard to risk monitoring would MOST likely implement: 

A. a tool for monitoring critical activities and controls 

B. procedures to monitor the operation of controls 

C. real-time monitoring of risk events and control exceptions 

D. monitoring activities for all critical assets. 

Correct Answer: C 

 

 

QUESTION 2

Which of the following tasks should be completed prior to creating a disaster recovery plan (DRP)? 

A. Procuring a recovery site 

B. Conducting a business impact analysis (BIA) 

C. Assigning sensitivity levels to data 

D. Identifying the recovery response team 

Correct Answer: B 

 

QUESTION 3

What is the BEST information to present to business control owners when justifying costs related to controls? 

A. Return on IT security-related investments 

B. The previous year\\'s budget and actuals 

C. Industry benchmarks and standards 

D. Loss event frequency and magnitude 

Correct Answer: D 

 

QUESTION 4

Management has noticed storage costs have increased exponentially over the last 10 years because most users do not
delete their emails. Which of the following can BEST alleviate this issue while not sacrificing security? 



A. Establishing e-discovery and data loss prevention (DLP) 

B. Sending notifications when near storage quota 

C. Implementing record retention tools and techniques 

D. Implementing a bring your own device (BYOD) policy 

Correct Answer: B 

 

QUESTION 5

If one says that the particular control or monitoring tool is sustainable, then it refers to what ability? 

A. The ability to adapt as new elements are added to the environment 

B. The ability to ensure the control remains in place when it fails 

C. The ability to protect itself from exploitation or attack 

D. The ability to be applied in same manner throughout the organization 

Correct Answer: A 

Sustainability of the controls or monitoring tools refers to its ability to function as expected over time or when changes
are made to the environment. 

Incorrect Answers: 

B: Sustainability ensures that controls changes with the conditions, so as not to fail in any circumstances. Hence this in
not a valid answer. 

C: This is not a valid answer. 

D: This is not a valid definition for defining sustainability of a tool. 

 

QUESTION 6

The BEST way to determine the likelihood of a system availability risk scenario is by assessing the: 

A. availability of fault tolerant software 

B. strategic plan for business growth 

C. vulnerability scan results of critical systems 

D. redundancy of technical infrastructure 

Correct Answer: D 

 

QUESTION 7



A risk practitioner has observed that risk owners have approved a high number of exceptions to the information security
policy. Which of the following should be the risk practitioner\\'s GREATEST concern? 

A. Aggregate risk approaching the tolerance threshold 

B. Vulnerabilities are not being mitigated 

C. Security policies are not being reviewed periodically 

D. Risk owners are focusing more on efficiency 

Correct Answer: A 

 

QUESTION 8

A contract associated with a cloud service provider MUST include: 

A. a business recovery plan 

B. ownership of responsibilities 

C. provision for source code escrow 

D. the provider\\'s financial statements 

Correct Answer: B 

 

QUESTION 9

You work as a project manager for BlueWell Inc. Your project is using a new material to construct a large warehouse in
your city. This new material is cheaper than traditional building materials, but it takes some time to learn how to use the
material properly. You have communicated to the project stakeholders that you will be able to save costs by using the
new material, but you will need a few extra weeks to complete training to use the materials. This risk response of
learning how to use the new materials can also be known as what term? 

A. Benchmarking 

B. Cost-benefits analysis 

C. Cost of conformance to quality 

D. Team development 

Correct Answer: C 

Explanation: 

When the project team needs training to be able to complete the project work it is a cost of conformance to quality. 

The cost of conformance to quality defines the cost of training, proper resources, and the costs the project must spend
in order to ascertain the expected levels of quality the customer expects from the project. It is the capital used up
throughout the project to avoid failures. It consists of two types of costs: Prevention costs: It is measured to build a
quality product. It includes costs in training, document processing, equipment, and time to do it right. Appraisal costs: It



is measured to assess the quality. It includes testing, destructive testing loss, and inspections. 

Incorrect Answers: 

A: Benchmarking compares any two items, such as materials, vendors, or resources. 

B: Cost-benefit analysis is the study of the benefits in relation to the costs to receive the benefits of a decision, a project,
or other investment. 

D: Team development describes activities the project manager uses to create a more cohesive and responsive project
team. 

 

QUESTION 10

You are the project manager of GRT project. You discovered that by bringing on more qualified resources 

or by providing even better quality than originally planned, could result in reducing the amount of time 

required to complete the project. 

If your organization seizes this opportunity, it would be an example of what risk response? 

A. Enhance 

B. Exploit 

C. Accept 

D. Share 

Correct Answer: B 

Exploit response is one of the strategies to negate risks or threats that appear in a project. This strategy may be
selected for risks with positive impacts where the organization wishes to ensure that the opportunity is realized.
Exploiting a risk event provides opportunities for positive impact on a project. Assigning more talented resources to the
project to reduce the time to completion is an example of exploit response. 

Incorrect Answers: 

A: The enhance strategy closely watches the probability or impact of the risk event to assure that the organization
realizes the benefits. The primary point of this strategy is to attempt to increase the probability and/or impact of positive 

C: Risk acceptance means that no action is taken relative to a particular risk; loss is accepted if it occurs. 

D: The share strategy is similar as transfer because in this a portion of the risk is shared with an external organization or
another internal entity. 

 

QUESTION 11

You are the risk professional in Bluewell Inc. A risk is identified and enterprise wants to quickly implement control by
applying technical solution that deviates from the company\\'s policies. What you should do? 

A. Recommend against implementation because it violates the company\\'s policies 



B. Recommend revision of the current policy 

C. Recommend a risk assessment and subsequent implementation only if residual risk is accepted 

D. Conduct a risk assessment and allow or disallow based on the outcome 

Correct Answer: C 

If it is necessary to quickly implement control by applying technical solution that deviates from the company\\'s policies,
then risk assessment should be conducted to clarify the risk. It is up to the management to accept the risk or to mitigate
it. 

Incorrect Answers: 

A: As in this case it is important to mitigate the risk, hence risk professional should once recommend a risk assessment.
Though the decision for the conduction of risk assessment in case of violation of company\\'s policy, is taken by
management. 

B: The recommendation to revise the current policy should not be triggered by a single request. 

D: Risk professional can only recommend the risk assessment if the company\\'s policies is violating, but it can only be
conducted when the management allows. 

 

QUESTION 12

An organization has been notified that a dis grunted, terminated IT administrator has tried to break into the corporate
network. Which of the following discoveries should be of GREATEST concern to the organization? 

A. A brute force attack has been detected 

B. An external vulnerability scan has been detected 

C. An increase in support request has been observed 

D. Authentication logs have been disabled 

Correct Answer: D 
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