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QUESTION 1

Which of the following is the BEST approach to incident response for an organization migrating to a cloud-based
solution? 

A. Adopt the cloud provider\\'s incident response procedures. 

B. Transfer responsibility for incident response to the cloud provider. 

C. Continue using the existing incident response procedures. 

D. Revise incident response procedures to encompass the cloud environment. 

Correct Answer: D 

 

QUESTION 2

Which of the following would raise security awareness among an organization\\'s employees? 

A. Distributing industry statistics about security incidents 

B. Monitoring the magnitude of incidents 

C. Encouraging employees to behave in a more conscious manner 

D. Continually reinforcing the security policy 

Correct Answer: D 

Employees must be continually made aware of the policy and expectations of their behavior. Choice A would have little
relevant bearing on the employee\\'s behavior. Choice B does not involve the employees. Choice C could be an aspect
of continual reinforcement of the security policy. 

 

QUESTION 3

Which of the following is the BEST approach when creating a security policy for a global organization subject to varying
laws and regulations? 

A. Incorporate policy statements derived from third-party standards and benchmarks. 

B. Adhere to a unique corporate privacy and security standard 

C. Establish baseline standards for all locations and add supplemental standards as required 

D. Require that all locations comply with a generally accepted set of industry 

Correct Answer: C 

 

When creating a security policy for a global organization subject to varying laws and regulations, it is important to



consider the unique legal and cultural requirements of each location. The best approach is to establish baseline
standards for all locations and then add supplemental standards as required to meet local laws and regulations. This
approach ensures that the organization is in compliance with all relevant laws and regulations, while also maintaining a
consistent and unified approach to security across all locations. Additionally, by establishing baseline standards, the
organization can ensure that its security policies are aligned with its overall security strategy and objectives. 

 

QUESTION 4

In a call center, the BEST reason to conduct a social engineering exercise is to: 

A. gain funding for information security initiatives 

B. identify candidates for additional security training 

C. improve password policy 

D. minimize the likelihood of successful attacks 

Correct Answer: D 

 

QUESTION 5

Which of the following is the BEST mechanism to prevent data loss in the event personal computing equipment is stolen
or lost? 

A. Data encryption 

B. Remote access to device 

C. Data leakage prevention (DLP) 

D. Personal firewall 

Correct Answer: A 

 

QUESTION 6

The MOST important reason that statistical anomaly-based intrusion detection systems (slat IDSs) are less commonly
used than signature-based IDSs, is that stat IDSs: 

A. create more overhead than signature-based IDSs. 

B. cause false positives from minor changes to system variables. 

C. generate false alarms from varying user or system actions. 

D. cannot detect new types of attacks. 

Correct Answer: C 

A statistical anomaly-based intrusion detection system (stat IDS) collects data from normal traffic and establishes a



baseline. It then periodically samples the network activity based on statistical methods and compares samples to the
baseline. When the activity is outside the baseline parameter (clipping level), the IDS notifies the administrator. The
baseline variables can include a host\\'s memory or central processing unit (CPU) usage, network packet types and
packet quantities. If actions of the users or the systems on the network vary widely with periods of low activity and
periods of frantic packet exchange, a stat IDS may not be suitable, as the dramatic swing from one level to another
almost certainly will generate false alarms. This weakness will have the largest impact on the operation of the IT
systems. Due to the nature of stat IDS operations (i.e., they must constantly attempt to match patterns of activity to the
baseline parameters), a stat IDS requires much more overhead and processing than signature-based versions. Due to
the nature of a stat IDS -- based on statistics and comparing data with baseline parameters -- this type of IDS may not
detect minor changes to system variables and may generate many false positives. Choice D is incorrect; since the stat
IDS can monitor multiple system variables, it can detect new types of variables by tracing for abnormal activity of any
kind. 

 

QUESTION 7

The PRIMARY purpose of installing an intrusion detection system (IDS) is to identify: 

A. weaknesses in network security. 

B. patterns of suspicious access. 

C. how an attack was launched on the network. 

D. potential attacks on the internal network. 

Correct Answer: D 

The most important function of an intrusion detection system (IDS) is to identify potential attacks on the network.
Identifying how the attack was launched is secondary. It is not designed specifically to identify weaknesses in network
security or to identify patterns of suspicious logon attempts. 

 

QUESTION 8

Which of the following BEST describes a buffer overflow? 

A. A program contains a hidden and unintended function that presents a security risk. 

B. A type of covert channel that captures data. 

C. Malicious code designed to interfere with normal operations. 

D. A function is carried out with more data than the function can handle. 

Correct Answer: D 

 

QUESTION 9

Which of the following plans should be invoked by an organization in an effort to remain operational during a disaster? 

A. Disaster recovery plan (DRP) 



B. Incident response plan 

C. Business continuity plan (BCP) 

D. Business contingency plan 

Correct Answer: C 

 

QUESTION 10

Which of the following is the BEST justification to convince management to invest in an information security program? 

A. Cost reduction 

B. Compliance with company policies 

C. Protection of business assets 

D. Increased business value 

Correct Answer: D 

Investing in an information security program should increase business value and confidence. Cost reduction by itself is
rarely the motivator for implementing an information security program. Compliance is secondary to business value.
Increasing business value may include protection of business assets. 

 

QUESTION 11

Which of the following is the MOST important security consideration when using Infrastructure as a Service (IaaS)? 

A. Backup and recovery strategy 

B. Compliance with internal standards 

C. User access management 

D. Segmentation among tenants 

Correct Answer: D 

 

QUESTION 12

A security manager is preparing a report to obtain the commitment of executive management to a security program.
Inclusion of which of the following would be of MOST value? 

A. Examples of genuine incidents at similar organizations 

B. Statement of generally accepted best practices 

C. Associating realistic threats to corporate objectives 



D. Analysis of current technological exposures 

Correct Answer: C 

Linking realistic threats to key business objectives will direct executive attention to them. All other options are supportive
but not of as great a value as choice C when trying to obtain the funds for a new program. 
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