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QUESTION 1

An IS auditor observes a system performance monitoring tool which states that a server critical to the organization
averages high CPU utilization across a cluster of four virtual servers throughout the audit period. To determine if further
investigation is required, an IS auditor should review: 

A. the system process activity log 

B. system baselines 

C. the number of CPUs allocated to each virtual machine 

D. organizational objectives 

Correct Answer: B 

 

QUESTION 2

Which of the following is the PRIMARY benefit of using a capability maturity model? 

A. It provides detailed changes management strategies for performance improvement. 

B. It helps the organization estimate how long it will lake to reach the highest level of maturity in each area 

C. It provides a way to compare against similar organizations\\' maturity levels 

D. It helps the organization develop a roadmap toward its desired level of n each area 

Correct Answer: D 

 

QUESTION 3

The BEST way to evaluate a shared control environment is to obtain an assurance report and review which of the
following? 

A. Control self-assessment (CSA) 

B. Service level agreement (SLA) 

C. Master service agreement 

D. Complementary user entity controls 

Correct Answer: C 

 

QUESTION 4

The decision to accept an IT control risk related to data quality should be the responsibility of the: 



A. information security team. 

B. IS audit manager. 

C. chief information officer (CIO). 

D. business owner. 

Correct Answer: D 

 

QUESTION 5

An audit team has a completed schedule approved by the audit committee. After starting some of the scheduled audits,
executive management asked the team to immediately audit an additional process. There are not enough resources
available to add the additional audit to the schedule. Which of the following is the BEST course of action? 

A. Revise the scope of scheduled audits. 

B. Propose a revised audit schedule. 

C. Approve overtime work to ensure the audit is completed. 

D. Consider scheduling the audit for the next period. 

Correct Answer: B 

 

QUESTION 6

Which of the following is the MOST effective method of destroying sensitive data stored on electronic media? 

A. Degaussing 

B. Random character overwrite 

C. Physical destruction 

D. Low-level formatting 

Correct Answer: B 

 

QUESTION 7

Which of the following should be an IS auditor\\'s GREATEST concern when reviewing an outsourcing arrangement with
a third-party cloud service provider to host personally identifiable data? 

A. The data is not adequately segregated on the host platform. 

B. Fees are charged based on the volume of data stored by the host. 

C. The outsourcing contract does not contain a right-to-audit clause. 



D. The organization\\'s servers are not compatible with the third party\\'s infrastructure 

Correct Answer: A 

 

QUESTION 8

An IS auditor is reviewing the change management process in a large IT service organization. Which of the following
observations would be the GREATEST concern? 

A. Emergency software releases are not fully documented after implementation 

B. User acceptance testing (UAT) can be waived in case of emergency software releases 

C. Code is migrated manually into production during emergency software releases 

D. A senior developer has permanent access to promote code for emergency software releases 

Correct Answer: D 

 

QUESTION 9

During an operational audit of a biometric system used to control physical access, which of the following should be of
GREATEST concern to an IS auditor? 

A. False positives 

B. Lack of biometric training 

C. False negatives 

D. User acceptance of biometrics 

Correct Answer: A 

 

QUESTION 10

Which of the following implementation strategies for new applications presents the GREATEST risk during data
conversion and migration from an old system to a new system? 

A. Pilot implementation 

B. Phased implementation 

C. Direct cutover 

D. Parallel simulation 

Correct Answer: C 

 



QUESTION 11

An effective implementation of security roles and responsibilities is BEST evidenced across an enterprise when: 

A. operational activities are aligned with policies. 

B. policies are signed off by users. 

C. policies are rolled out and disseminated. 

D. reviews and updates of policies are regularly performed. 

Correct Answer: A 

 

QUESTION 12

Which of the following would BEST enable an IS auditor to perform an audit that requires testing the full population of
data? 

A. Expertise in statistical sampling of data 

B. Proficiency in the use of data analytics tools 

C. Experience in database administration 

D. Proficiency in programming and coding 

Correct Answer: B 
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