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QUESTION 1

A security consultant decides to use multiple layers of anti-virus defense, such as end user desktop anti-virus and E-
mail gateway. This approach can be used to mitigate which kind of attack? 

A. Forensic attack 

B. ARP spoofing attack 

C. Social engineering attack 

D. Scanning attack 

Correct Answer: C 

 

QUESTION 2

Which one of the following instigates a SYN flood attack? 

A. Generating excessive broadcast packets. 

B. Creating a high number of half-open connections. 

C. Inserting repetitive Internet Relay Chat (IRC) messages. 

D. A large number of Internet Control Message Protocol (ICMP) traces. 

Correct Answer: B 

 

QUESTION 3

You perform the above traceroute and notice that hops 19 and 20 both show the same IP address. 



This probably indicates what? 

A. A host based IDS 

B. A Honeypot 

C. A stateful inspection firewall 

D. An application proxying firewall 

Correct Answer: C 

 

QUESTION 4

If an attacker\\'s computer sends an IPID of 24333 to a zombie (Idle Scanning) computer on a closed port, what will be



the response? 

A. The zombie computer will respond with an IPID of 24334. 

B. The zombie computer will respond with an IPID of 24333. 

C. The zombie computer will not send a response. 

D. The zombie computer will respond with an IPID of 24335. 

Correct Answer: A 

 

QUESTION 5

A pentester gains access to a Windows application server and needs to determine the settings of the built-in Windows
firewall. Which command would be used? 

A. Netsh firewall show config 

B. WMIC firewall show config 

C. Net firewall show config 

D. Ipconfig firewall show config 

Correct Answer: A 

 

QUESTION 6

You are the Security Administrator of Xtrinity, Inc. You write security policies and conduct assessments to protect the
company\\'s network. During one of your periodic checks to see how well policy is being observed by the employees,
you discover an employee has attached cell phone 3G modem to his telephone line and workstation. He has used this
cell phone 3G modem to dial in to his workstation, thereby bypassing your firewall. A security breach has occurred as a
direct result of this activity. The employee explains that he used the modem because he had to download software for a
department project. How would you resolve this situation? 

A. Reconfigure the firewall 

B. Enforce the corporate security policy 

C. Install a network-based IDS 

D. Conduct a needs analysis 

Correct Answer: B 

 

QUESTION 7

Derek has stumbled upon a wireless network and wants to assess its security. However, he does not find enough traffic
for a good capture. He intends to use AirSnort on the captured traffic to crack the WEP key and does not know the IP
address range or the AP. How can he generate traffic on the network so that he can capture enough packets to crack



the WEP key? 

A. Use any ARP requests found in the capture 

B. Derek can use a session replay on the packets captured 

C. Derek can use KisMAC as it needs two USB devices to generate traffic 

D. Use Ettercap to discover the gateway and ICMP ping flood tool to generate traffic 

Correct Answer: D 

 

QUESTION 8

SNMP is a protocol used to query hosts, servers, and devices about performance or health status data. This protocol
has long been used by hackers to gather great amount of information about remote hosts. 

Which of the following features makes this possible? (Choose two) 

A. It used TCP as the underlying protocol. 

B. It uses community string that is transmitted in clear text. 

C. It is susceptible to sniffing. 

D. It is used by all network devices on the market. 

Correct Answer: BD 

 

QUESTION 9

You have just installed a new Linux file server at your office. This server is going to be used by several individuals in the
organization, and unauthorized personnel must not be able to modify any data. 

What kind of program can you use to track changes to files on the server? 

A. Network Based IDS (NIDS) 

B. Personal Firewall 

C. System Integrity Verifier (SIV) 

D. Linux IP Chains 

Correct Answer: C 

 

QUESTION 10

Hayden is the network security administrator for her company, a large finance firm based in Miami. Hayden just returned
from a security conference in Las Vegas where they talked about all kinds of old and new security threats; many of
which she did not know of. Hayden is worried about the current security state of her company\\'s network so she



decides to start scanning the network from an external IP address. To see how some of the hosts on her network react,
she sends out SYN packets to an IP range. A number of IPs responds with a SYN/ACK response. Before the
connection is established she sends RST packets to those hosts to stop the session. She does this to see how her
intrusion detection system will log the traffic. What type of scan is Hayden attempting here? 

A. Hayden is attempting to find live hosts on her company\\'s network by using an XMAS scan 

B. She is utilizing a SYN scan to find live hosts that are listening on her network 

C. The type of scan, she is using is called a NULL scan 

D. Hayden is using a half-open scan to find live hosts on her network 

Correct Answer: D 

 

QUESTION 11

Bill is a security analyst for his company. All the switches used in the company\\'s office are Cisco switches. Bill wants to
make sure all switches are safe from ARP poisoning. How can Bill accomplish this? 

A. Bill can use the command: ip dhcp snooping. 

B. Bill can use the command: no ip snoop. 

C. Bill could use the command: ip arp no flood. 

D. He could use the command: ip arp no snoop. 

Correct Answer: A 

 

QUESTION 12

Simon is security analyst writing signatures for a Snort node he placed internally that captures all mirrored traffic from
his border firewall. From the following signature, what will Snort look for in the payload of the suspected packets? 

alert tcp $EXTERNAL_NET any -> $HOME_NET 27374 (msG. "BACKDOOR SIG - SubSseven 22";flags: A+; content:
"|0d0a5b52504c5d3030320d0a|"; reference:arachnids, 485;) alert 

A. The payload of 485 is what this Snort signature will look for. 

B. Snort will look for 0d0a5b52504c5d3030320d0a in the payload. 

C. Packets that contain the payload of BACKDOOR SIG - SubSseven 22 will be flagged. 

D. From this snort signature, packets with HOME_NET 27374 in the payload will be flagged. 

Correct Answer: B 
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