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QUESTION 1

Software firewalls work at which layer of the OSI model? 

A. Transport 

B. Application 

C. Network 

D. Data Link 

Correct Answer: D 

 

QUESTION 2

Which federal computer crime law specifically refers to fraud and related activity in connection with access devices like
routers? 

A. 18 U.S.C. 1029 

B. 18 U.S.C. 1362 

C. 18 U.S.C. 2511 

D. 18 U.S.C. 2703 

Correct Answer: A 

 

QUESTION 3

You are assisting a Department of Defense contract company to become compliant with the stringent security policies
set by the DoD. One such strict rule is that firewalls must only allow incoming connections that were first initiated by
internal computers. What type of firewall must you implement to abide by this policy? 

A. Circuit-level proxy firewall 

B. Packet filtering firewall 

C. Application-level proxy firewall 

D. Statefull firewall 

Correct Answer: D 

 

QUESTION 4

What does ICMP Type 3/Code 13 mean? 



A. Host Unreachable 

B. Port Unreachable 

C. Protocol Unreachable 

D. Administratively Blocked 

Correct Answer: D 

 

QUESTION 5

When cataloging digital evidence, the primary goal is to: 

A. Make bit-stream images of all hard drives 

B. Preserve evidence integrity 

C. Not remove the evidence from the scene 

D. Not allow the computer to be turned off 

Correct Answer: B 

 

QUESTION 6

When conducting computer forensic analysis, you must guard against ______________ So that you remain focused on
the primary job and insure that the level of work does not increase beyond what was originally expecteD. 

A. Hard Drive Failure 

B. Scope Creep 

C. Unauthorized expenses 

D. Overzealous marketing 

Correct Answer: B 

 

QUESTION 7

To test your website for vulnerabilities, you type in a quotation mark (? for the username field. After you click Ok, you
receive the following error message window: 

What can you infer from this error window? Exhibit: 



A. SQL injection is not possible 

B. SQL injection is possible 

C. The user for line 3306 in the SQL database has a weak password 

D. The quotation mark (? is a valid username 

Correct Answer: B 

 

QUESTION 8

Office documents (Word, Excel, PowerPoint) contain a code that allows tracking the MAC, or unique identifier, of the
machine that created the document. What is that code called? 

A. the Microsoft Virtual Machine Identifier 

B. the Personal Application Protocol 

C. the Globally Unique ID 

D. the Individual ASCII String 

Correct Answer: C 

 

QUESTION 9

This organization maintains a database of hash signatures for known software: 

A. International Standards Organization 

B. Institute of Electrical and Electronics Engineers 

C. National Software Reference Library 

D. American National standards Institute 

Correct Answer: C 

 

QUESTION 10



In Microsoft file structures, sectors are grouped together to form: 

A. Clusters 

B. Drives 

C. Bitstreams 

D. Partitions 

Correct Answer: A 

 

QUESTION 11

After attending a CEH security seminar, you make a list of changes you would like to perform on your network to
increase its security. One of the first things you change is to switch the RestrictAnonymous setting from 0 to 1 on your
servers. This, as you were told, would prevent anonymous users from establishing a null session on the server. Using
Userinfo tool mentioned at the seminar, you succeed in establishing a null session with one of the servers. Why is that? 

A. RestrictAnonymous must be set to "2" for complete security 

B. RestrictAnonymous must be set to "3" for complete security 

C. There is no way to always prevent an anonymous null session from establishing 

D. RestrictAnonymous must be set to "10" for complete security 

Correct Answer: A 

 

QUESTION 12

Area density refers to: 

A. the amount of data per disk 

B. the amount of data per partition 

C. the amount of data per square inch 

D. the amount of data per platter 

Correct Answer: A 
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