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QUESTION 1

____________ will let you assume a users identity at a dynamically generated web page or site. 

A. SQL attack 

B. Injection attack 

C. Cross site scripting 

D. The shell attack 

E. Winzapper 

Correct Answer: C 

Cross site scripting is also referred to as XSS or CSS. You must know the user is online and you must scam that user
into clicking on a link that you have sent in order for this hack attack to work. 

 

QUESTION 2

An attacker runs netcat tool to transfer a secret file between two hosts. 

Machine A: netcat -l -p 1234  1234 

He is worried about information being sniffed on the network. How would the attacker use netcat to encrypt the
information before transmitting onto the wire? 

A. Machine A: netcat -l -p -s password 1234 

B. Machine A: netcat -l -e magickey -p 1234 

C. Machine A: netcat -l -p 1234 

D. Use cryptcat instead of netcat 

Correct Answer: D 

Netcat cannot encrypt the file transfer itself but would need to use a third party application to encrypt/decrypt like
openssl. Cryptcat is the standard netcat enhanced with twofish encryption. 

 

QUESTION 3

While performing ping scans into a target network you get a frantic call from the organization\\'s security team. They
report that they are under a denial of service attack. When you stop your scan, the smurf attack event stops showing up
on the organization\\'s IDS monitor. How can you modify your scan to prevent triggering this event in the IDS? 

A. Scan more slowly. 

B. Do not scan the broadcast IP. 



C. Spoof the source IP address. 

D. Only scan the Windows systems. 

Correct Answer: B 

Scanning the broadcast address makes the scan target all IP addresses on that subnet at the same time. 

 

QUESTION 4

In Trojan terminology, what is required to create the executable file chess.exe as shown below? 

A. Mixer 

B. Converter 

C. Wrapper 

D. Zipper 

Correct Answer: C 



 

 

QUESTION 5

Your lab partner is trying to find out more information about a competitors web site. The site has a .com extension. She
has decided to use some online whois tools and look in one of the regional Internet registrys. Which one would you
suggest she looks in first? 

A. LACNIC 

B. ARIN 

C. APNIC 

D. RIPE 

E. AfriNIC 

Correct Answer: B 

Regional registries maintain records from the areas from which they govern. ARIN is responsible for domains served
within North and South America and therefore, would be a good starting point for a .com domain. 

 

QUESTION 6

How does Traceroute map the route that a packet travels from point A to point B? 

A. It uses a TCP Timestamp packet that will elicit a time exceed in transit message. 

B. It uses a protocol that will be rejected at the gateways on its way to its destination. 

C. It manipulates the value of time to live (TTL) parameter packet to elicit a time exceeded in transit message. 

D. It manipulated flags within packets to force gateways into generating error messages. 

Correct Answer: C 

Traceroute works by increasing the "time-to-live" value of each successive batch of packets sent. The first three packets
have a time-to-live (TTL) value of one (implying that they make a single hop). The next three packets have a TTL value
of 2, and so on. When a packet passes through a host, normally the host decrements the TTL value by one, and
forwards the packet to the next host. When a packet with a TTL of one reaches a host, the host discards the packet and
sends an ICMP time exceeded (type 11) packet to the sender. The traceroute utility uses these returning packets to
produce a list of hosts that the packets have traversed en route to the destination. 

 

QUESTION 7

Your company trainee Sandra asks you which are the four existing Regional Internet Registry (RIR\\'s)? 

A. APNIC, PICNIC, ARIN, LACNIC 

B. RIPE NCC, LACNIC, ARIN, APNIC 



C. RIPE NCC, NANIC, ARIN, APNIC 

D. RIPE NCC, ARIN, APNIC, LATNIC 

Correct Answer: B 

All other answers include non existing organizations (PICNIC, NANIC, LATNIC). See
http://www.arin.net/library/internet_info/ripe.html 

 

QUESTION 8

Which one of the following network attacks takes advantages of weaknesses in the fragment reassembly functionality of
the TCP/IP protocol stack? 

A. Teardrop 

B. Smurf 

C. Ping of Death 

D. SYN flood 

E. SNMP Attack 

Correct Answer: A 

The teardrop attack uses overlapping packet fragments to confuse a target system and cause the system to reboot or
crash. 

 

QUESTION 9

Lyle is a systems security analyst for Gusteffson and Sons, a large law firm in Beverly Hills. Lyle\\'s responsibilities
include network vulnerability scans, Antivirus monitoring, and IDS monitoring. Lyle receives a help desk call from a user
in the Accounting department. This user reports that his computer is running very slow all day long and it sometimes
gives him an error message that the hard drive is almost full. Lyle runs a scan on the computer with the company
antivirus software and finds nothing. Lyle downloads another free antivirus application and scans the computer again.
This time a virus is found on the computer. The infected files appear to be Microsoft Office files since they are in the
same directory as that software. Lyle does some research and finds that this virus disguises itself as a genuine
application on a computer to hide from antivirus software. What type of virus has Lyle found on this computer? 

A. This type of virus that Lyle has found is called a cavity virus. 

B. Lyle has discovered a camouflage virus on the computer. 

C. By using the free antivirus software, Lyle has found a tunneling virus on the computer. 

D. Lyle has found a polymorphic virus on this computer 

Correct Answer: C 

 

QUESTION 10



You receive an email with the following message: 

Hello Steve, 

We are having technical difficulty in restoring user database record after the recent blackout. Your account data is
corrupted. Please logon to the SuperEmailServices.com and change your password. 

http://www.supermailservices.com@0xde.0xad.0xbe.0xef/support/logon.htm 

If you do not reset your password within 7 days, your account will be permanently disabled locking you out from our e-
mail services. 

Sincerely, 

Technical Support 

SuperEmailServices 

From this e-mail you suspect that this message was sent by some hacker since you have been using their e-mail
services for the last 2 years and they have never sent out an e-mail such as this. You also observe the URL in the
message and 

confirm your suspicion about 0xde.0xad.0xbde.0xef which looks like hexadecimal numbers. You immediately enter the
following at Windows 2000 command prompt: 

Ping 0xde.0xad.0xbe.0xef 

You get a response with a valid IP address. 

What is the obstructed IP address in the e-mail URL? 

A. 222.173.190.239 

B. 233.34.45.64 

C. 54.23.56.55 

D. 199.223.23.45 

Correct Answer: A 

0x stands for hexadecimal and DE=222, AD=173, BE=190 and EF=239 

 

QUESTION 11

Bob reads an article about how insecure wireless networks can be. He gets approval from his management to
implement a policy of not allowing any wireless devices on the network. What other steps does Bob have to take in
order to successfully implement this? (Select 2 answer.) 

A. Train users in the new policy. 

B. Disable all wireless protocols at the firewall. 

C. Disable SNMP on the network so that wireless devices cannot be configured. 



D. Continuously survey the area for wireless devices. 

Correct Answer: AD 

If someone installs a access point and connect it to the network there is no way to find it unless you are constantly
surveying the area for wireless devices. SNMP and firewalls can not prevent the installation of wireless devices on the
corporate network. 

 

QUESTION 12

A buffer overflow occurs when a program or process tries to store more data in a buffer (temporary data storage area)
then it was intended to hold. What is the most common cause of buffer overflow in software today? 

A. Bad permissions on files. 

B. High bandwidth and large number of users. 

C. Usage of non standard programming languages. 

D. Bad quality assurance on software produced. 

Correct Answer: D 

Technically, a buffer overflow is a problem with the program\\'s internal implementation. 
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