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QUESTION 1

Which two criteria could be used to define Location Awareness for the Symantec Endpoint Protection (SEP) client?
(Choose two.) 

A. geographic location 

B. NIC description 

C. SEP domain 

D. Network Speed 

E. WINS server 

Correct Answer: BE 

Reference: https://support.symantec.com/us/en/article.tech97369.html 

 

QUESTION 2

Which task should an administrator perform to troubleshoot operation of the Symantec Endpoint Protection embedded
database? 

A. verify that dbsrv11.exe is listening on port 2638 

B. check whether the MSSQLSERVER service is running 

C. verify the sqlserver.exe service is running on port 1433 

D. check the database transaction logs in X:\Program Files\Microsoft SQL server 

Correct Answer: A 

References: https://support.symantec.com/en_US/article.TECH160964.html 

 

QUESTION 3

How often does Symantec recommend running full scans? 

A. Once a week 

B. Once a month 

C. Everyday 

D. Every two weeks 

Correct Answer: A 

Reference: https://www.symantec.com/connect/forums/use-or-not-use-scheduled-full-scan-servers 



 

QUESTION 4

An organization has a small group of Incident Responders (IR) using pentest tools and network monitoring (AngryIP
scanner, Nmap). They need to allow all inbound and outbound traffic for their tools. What policy changes does the SEP
Administrator need to configure in the SEPM? 

A. Create a Firewall rule that allows all hosts in the Firewall policy and enable Host Integrity 

B. Create a Firewall rule that allows all hosts in the Firewall policy and add the computers as a Trusted Web Domain in
the Exceptions policy 

C. Create a Firewall rule that allows all hosts in the Firewall policy and enable System Lockdown 

D. Create a Firewall rule for each application in the firewall policy and add the IR computers to the Excluded Hosts in
the IPS policy 

Correct Answer: B 

 

QUESTION 5

Which two considerations must an administrator make when enabling Application Learning in an environment? (Select
two.) 

A. Application Learning can generate increased false positives. 

B. Application Learning should be deployed on a small group of systems in the enterprise. 

C. Application Learning can generate significant CPU or memory use on a Symantec Endpoint Protection Manager. 

D. Application Learning requires a file fingerprint list to be created in advance. 

E. Application Learning is dependent on Insight. 

Correct Answer: BC 

References: https://support.symantec.com/en_US/article.TECH134367.html 

 

QUESTION 6

Which action does the Shared Insight Cache (SIC) server take when the whitelist reaches maximum capacity? 

A. The SIC server allocates additional memory for the whitelist as needed. 

B. The SIC server will start writing the cache to disk. 

C. The SIC server will remove the least recently used items based on the prune size. 

D. The SIC server will remove items with the fewest number of votes. 

Correct Answer: C 



 

QUESTION 7

What happens when the license expires in Symantec Endpoint Protection 14 enterprise Edition? 

A. LiveUpdate stops. 

B. Group Update Providers (GUP) stop. 

C. Symantec Insight is disabled. 

D. Content updates continue. 

Correct Answer: D 

 

QUESTION 8

An administrator is recovering from a Symantec Endpoint Manager (SEPM) site failure. 

Which file should the administrator use during an install of SEPM to recover the lost environment according to Symantec
Disaster Recovery Best Practice documentation? 

A. original installation log 

B. recovery_timestamp file 

C. settings.properties file 

D. Sylink.xml file from the SEPM 

Correct Answer: B 

References: https://support.symantec.com/en_US/article.TECH160736.html 

 

QUESTION 9

Winch Symantec Endpoint Protection technology blocks a downloaded program from installing browser plugins? 

A. Intrusion Prevention 

B. SONAR 

C. Tamper Protection 

D. Application and Device Control 

Correct Answer: D 

 

QUESTION 10



You have executed the vxdg -g diskgroup adddisk disk_name= command. 

Which switch needs to be added to force VxVM to take the disk media name of the failed disk and assign it to the new
replacement disk? 

A. -force 

B. -k 

C. -f 

D. -assign 

Correct Answer: C 

 

QUESTION 11

What two steps should an administrator take to troubleshoot firewall processing with the Symantec Endpoint Protection
client? (Choose two.) 

A. Create an exclusion in the Exceptions policy and reproduce the issue 

B. Disable the Symantec Endpoint Protection client and reproduce the issue 

C. Withdraw the assigned firewall policy and reproduce the issue 

D. Add an "Allow All" traffic rule to the assigned firewall policy and reproduce the issue 

E. Enable TSE debug on the Symantec Endpoint Protect client and reproduce the issue 

Correct Answer: DE 

 

QUESTION 12

A system running Symantec Endpoint Protection is assigned to a group with client user interface control settings set to
mixed mode with Auto-Protect options set to Client. The user on the system is unable to turn off Auto-Protect. What is
the likely cause of this problem? 

A. Tamper protection is enabled. 

B. System Lockdown is enabled. 

C. Application and Device Control is configured. 

D. The padlock on the enable Auto-Protect option is locked. 

Correct Answer: D 
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