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QUESTION 1

A user is attempting to make a purchase at a store using a phone. The user places the phone on the payment pad, but
the device does not recognize the phone. The user attempts to restart the phone but still has the same results. Which of
the following should the user do to resolve the issue? 

A. Turn off airplane mode while at the register. 

B. Verify that NFC is enabled. 

C. Connect to the store\\'s Wi-Fi network. 

D. Enable Bluetooth on the phone. 

Correct Answer: B 

The user should verify that NFC is enabled on their phone. NFC is a technology that allows two devices to communicate
with each other when they are in close proximity 

NFC (Near Field Communication) technology allows a phone to wirelessly communicate with a payment terminal or
other compatible device. In order to use NFC to make a payment or transfer information, the feature must be enabled on
the phone. Therefore, the user should verify that NFC is enabled on their phone before attempting to make a payment
with it. The other options, such as turning off airplane mode, connecting to Wi-Fi, or enabling Bluetooth, do not pertain to
the NFC feature and are unlikely to resolve the issue. This information is covered in the Comptia A+ Core2
documents/guide under the Mobile Devices section. 

 

QUESTION 2

A user states that every time they turn on their computer they have to change the computer\\'s time and date. Which of
the following should the technician perform FIRST to resolve this issue? 

A. Change time zones 

B. Synchronize with a different time date server 

C. Replace the drive cache battery 

D. Perform a firmware update 

Correct Answer: B 

 

QUESTION 3

An administrator has advised against providing any information over the phone as a way to prevent against which of the
following threats? 

A. Session hijacking 

B. Social engineering 

C. Man-in-the-middle 



D. Shoulder surfing 

Correct Answer: B 

 

QUESTION 4

SIMULATION 

A Windows 7 machine appears to have a failure. Every time it is rebooted, the message "BOOTMGR is missing"
appears. 

You have previously inserted a Windows 7 installation DVD into the DVD-
ROM.D18912E1457D5D1DDCBD40AB3BF70D5D 

Please repair this failure without overwriting the customers\\' local user profiles. 

INSTRUCTIONS 

Use the Windows recovery and repair utilities to remediate the issue. 

If at any time you would like to bring back the initial state of the simulation, please click the Reset All button. 



A. Check the answer in explanation. 

Correct Answer: A 

Step 1: Choose Boot from Windows 7 DVD Step 2: Click Install Step 3: Choose Upgrade 

 

QUESTION 5

A user calls the corporate helpdesk stating that their battery is not charging. The operating system shows that there is a
problem with the battery. Which of the following should the technician do FIRST to determine what the issue is without
erasing the user\\'s unsaved data? 

A. Using a known-good computer of the same type, switch batteries between the two laptops. 

B. Remove the A/C adapter while the system is running and observe if the screen dims. 

C. Completely shut down the laptop, remove the A/C power source and restart the laptop. 

D. Using a known-good computer of the same type, switch A/C adapters between the two laptops. 



Correct Answer: A 

 

QUESTION 6

A user is having phone issues after installing a new application that claims to optimize performance. The user
downloaded the application directly from the vendor\\'s website and is now experiencing high network utilization and is
receiving repeated security warnings. Which of the following should the technician perform FIRST to mitigate the issue? 

A. Reset the phone to factory settings 

B. Uninstall the fraudulent application 

C. Increase the data plan limits 

D. Disable the mobile hotspot. 

Correct Answer: B 

Installing applications directly from a vendor\\'s website can be risky, as the application may be malicious or fraudulent.
Uninstalling the application can help mitigate the issue by removing the source of the problem. 

 

QUESTION 7

A technician is configuring a new Windows laptop Corporate policy requires that mobile devices make use of full disk
encryption at all limes Which of the following encryption solutions should the technician choose? 

A. Encrypting File System 

B. FileVault 

C. BitLocker 

D. Encrypted LVM 

Correct Answer: A 

The encryption solution that the technician should choose when configuring a new Windows laptop and corporate policy
requires that mobile devices make use of full disk encryption at all times is BitLocker. This is because BitLocker is a full-
disk encryption feature that encrypts all data on a hard drive and is included with Window 

 

QUESTION 8

A technician is setting up a new laptop for an employee who travels, Which of the following is the BEST security practice
for this scenario? 

A. PIN-based login 

B. Quarterly password changes 

C. Hard drive encryption 



D. A physical laptop lock 

Correct Answer: C 

Encrypting the laptop\\'s hard drive will ensure that any sensitive data stored on the laptop is secure, even if the laptop
is lost or stolen. Encryption ensures that the data cannot be accessed by anyone without the correct encryption key.
This is an important security measure for any laptop used by an employee who travels, as it helps to protect the data
stored on the laptop from unauthorized access. 

 

QUESTION 9

A network administrator is deploying a client certificate to be used for Wi-Fi access for all devices in an organization.
The certificate will be used in conjunction with the user\\'s existing username and password. 

Which of the following BEST describes the security benefits realized after this deployment? 

A. Multifactor authentication will be forced for Wi-Fi 

B. All Wi-Fi traffic will be encrypted in transit 

C. Eavesdropping attempts will be prevented 

D. Rogue access points will not connect 

Correct Answer: A 

The security benefits realized after deploying a client certificate to be used for Wi-Fi access for all devices in an
organization are that all Wi-Fi traffic will be encrypted in transit. This means that any data transmitted over the Wi-Fi
network will be protected from eavesdropping attempts. Rogue access points will not connect to the network because
they will not have the client certificate. However, multifactor authentication will not be forced for Wi-Fi because the client
certificate is being used in conjunction with the user\\'s existing username and password12 

 

QUESTION 10

A user wants to set up speech recognition on a PC In which of the following Windows Settings tools can the user enable
this option? 

A. Language 

B. System 

C. Personalization 

D. Ease of Access 

Correct Answer: D 

The user can enable speech recognition on a PC in the Ease of Access settings tool. To set up Speech Recognition on
a Windows PC, the user should open Control Panel, click on Ease of Access, click on Speech Recognition, and click the
Start Speech Recognition link. Language settings can be used to change the language of the speech recognition
feature, but they will not enable the feature. System settings can be used to configure the hardware and software of the
PC, but they will not enable the speech recognition feature. Personalization settings can be used to customize the
appearance and behavior of the PC, but they will not enable the speech recognition feature1 Open up ease of access,



click on speech, then there is an on and off button for speech recognition. 

 

QUESTION 11

A technician is unable to join a Windows 10 laptop to a domain Which of the following is the MOST likely reason? 

A. The domain\\'s processor compatibility is not met 

B. The laptop has Windows 10 Home installed 

C. The laptop does not have an onboard Ethernet adapter 

D. The Laptop does not have all current Windows updates installed 

Correct Answer: B 

https://partners.comptia.org/docs/default-source/resources/comptia-a-220-1102-exam-objectives-(3-0) 

 

QUESTION 12

A company wants to remove information from past users\\' hard drives in order to reuse the hard drives Witch of the
following is the MOST secure method A. Reinstalling Windows 

B. Performing a quick format 

C. Using disk-wiping software 

D. Deleting all files from command-line interface 

Correct Answer: C 

Using disk-wiping software is the most secure method for removing information from past users\\' hard drives in order to
reuse the hard drives. Disk-wiping software can help to ensure that all data on the hard drive is completely erased and
cannot be recovered. 
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