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QUESTION 1

Which two statements about the Oracle Cloud Infrastructure (OCI) Command Line Interface (CLI) are TRUE? (Choose
two.) 

A. You can run CLI commands from inside OCI Regions only. 

B. You can filter CLI output using the JMESPath query option for JSON. 

C. The CLI provides an automatic way to connect with instances provisioned on OCI. 

D. The CLI allows you to use the Python language to interact with OCI APIs. 

E. The CLI provides the same core functionality as the Console, plus additional commands. 

Correct Answer: BE  

 

QUESTION 2

What is a key benefit of using Oracle Cloud Infrastructure\\'s Resource Manager for your Terraform provisioning and
management activities? (Choose the best answer.) 

A. You can use Resource Manager to apply patches to all existing Oracle Linux interfaces in a specified compartment. 

B. Resource Manager has administrative privileges by design. Even if your IAM user does not have access, you can
leverage Resource Manager to provision new resources to any compartment in the Tenancy. 

C. You can use Resource Manager to identify and maintain an inventory of all Compute and Database instances across
your tenancy. 

D. Resource Manager manages to Terraform state file for your infrastructure and locks the file so that only one job at a
time can run on a given stack. 

Correct Answer: D 

Reference: https://docs.oracle.com/en-us/iaas/Content/ResourceManager/Concepts/ samplecomputeinstance.htm 

 

QUESTION 3

A developer has created a file system in Oracle Cloud Infrastructure (OCI) File Storage service. She launches an Oracle
Linux compute instance and successfully mounts the file system from the instance. 

She then tries writing to the file system from the compute instance using the following command: 

touch /mnt/yourmountpoint/helloworld 

But gets an error message: 

touch: cannot touch ‘/mnt/yourmountpoint/helloworrld’: Permission denied 

Which is a reason for this error? (Choose the best answer.) 



A. ‘touch’ command is not available in Oracle Linux by default. 

B. Service limits or quota for file system writes have been breached. 

C. User is not part of any OCI Identity and Access Management group with write permissions to File Storage service. 

D. User is connecting as the default Oracle Linux user ‘opc’ instead of ‘root’ user. 

Correct Answer: C 

Reference: https://itectec.com/unixlinux/touch-cannot-touch-test-permission-denied/ 

 

QUESTION 4

You are asked to deploy a new application that has been designed to scale horizontally. The business stakeholders
have asked that the application be deployed in us-phoenix-1. 

Normal usage requires 2 OCPUs. You expect to have few spikes during the week, that will require up to 4 OCPUs, and
a major usage uptick at the end of each month that will require 8 OCPUs. 

What is the most cost-effective approach to implement a highly available and scalable solution? (Choose the best
answer.) 

A. Create an instance pool with a VM.Standard2.2 shape instance configuration. Setup the autoscaling configuration to
use 2 availability domains and have a minimum of 2 instances, to handle the weekly spikes, and a maximum of 4
instances. 

B. Create an instance with 1 OCPU shape. Use the Resize Instance action to scale up to a larger shape when more
resources are needed. 

C. Create an instance with 1 OCPU shape. Use a CLI script to clone it when more resources are needed. 

D. Create an instance pool with a VM.Standard2.1 shape instance configuration. Setup the autoscaling configuration to
use 2 availability domains and have a minimum of 2 instances and a maximum of 8 instances. 

Correct Answer: A 

 

 

QUESTION 5

You are using Oracle Cloud Infrastructure (OCI) services across several regions: us-phoenix-1, usashburn-1, uk-
london-1 and ap-tokyo-1. You have creates a separate administrator group for each region: PHX-Admins, ASH-Admins,
LHR-Admins and NRT-Admins, respectively. 

You want to restrict admin access to a specific region. E.g., PHX-Admins should be able to manage all resources in the
us-phoenix-1 region only and not any other OCI regions. 

What IAM policy syntax is required to restrict PHX-Admins to manage OCI resources in the us-phoenix-1 region only?
(Choose the best answer.) 

A. Allow group PHX-Admins to manage all-resources in tenancy where request.region= ‘phx’ 



B. Allow group PHX-Admins to manage all-resources in tenancy where request.permission= ‘phx’ 

C. Allow group PHX-Admins to manage all-resources in tenancy where request.target= ‘phx’ 

D. Allow group PHX-Admins to manage all-resources in tenancy where request.location= ‘phx’ 

Correct Answer: A 

 

 

QUESTION 6

You are launching a Windows server in your Oracle Cloud Infrastructure (OCI) tenancy. You provided a startup script
during instance initialization, but it was not executed successfully. 

What is a possible reason for this error? (Choose the best answer.) 

A. Didn\\'t include anything in user_data. 

B. Wrote a custom script which tried to install GPU drivers. 

C. Ran a cloudbase-init script instead of cloud-init. 

D. Specified a #directive on the first line of your script. 

Correct Answer: C 

Reference: https://blogs.oracle.com/cloud-infrastructure/windows-custom-startup-scripts-and-cloud-init-onoracle-cloud-
infrastructure 

 

QUESTION 7

You have set an alarm to be generated when the CPU usage of a specified instance is greater than 10%. In the alarm
behavior view below you notice that the critical condition happened around 23:30. You were expecting a notification
after 1 minute, however, the alarm firing state did not begin until 23:33. 

What should you change to fix it? (Choose the best answer.) 

A. Change the alarm\\'s metric interval to 1. 

B. Change the alarm condition to be grater than 3%. 

C. Change the notification topic that you previously associated with the alarm. 



D. Change the alarm\\'s trigger delay minutes value to 1. 

Correct Answer: D 

 

 

QUESTION 8

You have been monitoring your company\\'s applications running in Oracle Cloud Infrastructure (OCI) and notice that
the application is using OCI Traffic Management service. This service uses a traffic steering policy to distribute the DNS
traffic based on subnet addresses in a rule set. 

Which steering policy is in use in this particular case? (Choose the best answer.) 

A. Load Balancing policy 

B. Geolocation steering 

C. ASN steering policy 

D. IP Prefix steering 

Correct Answer: C 

Reference: https://k21academy.com/1z0-997/traffic-management-in-oci/ 

 

QUESTION 9

You are working with Terraform on your laptop and have been tasked with spinning up multiple compute instances in
Oracle Cloud Infrastructure (OCI) for a project. In addition, you are also required to collect IP 

addresses of provisioned instances and write them to a file and save it in your laptop. Which specific Terraform
functionality can help accomplish this task? (Choose the best answer.) 

A. Terraform modules 

B. Terraform remote state 

C. Terraform local-exec 

D. Terraform remote-exec 

Correct Answer: A 

 

 

QUESTION 10

Security Testing Policy describes when and how you may conduct certain types of security testing of Oracle Cloud
Services, including vulnerability and penetration tests, as well as tests involving data scraping tools. 



What does Oracle allow as part of this testing? (Choose the best answer.) 

A. Customers are allowed to use their own testing and monitoring tools. 

B. Customers can simulate DoS attack scenarios as long as it\\'s restricted to the customer\\'s own environment. 

C. Customers can validate that their network resources are isolated from other customer resources. 

D. Customers are allowed to test Oracle Cloud Infrastructure (OCI) hardware related to resources in their tenancy. 

Correct Answer: D 

Reference: https://docs.oracle.com/en-us/iaas/Content/Security/Concepts/security_testing-policy.htm 

 

QUESTION 11

You have recently joined a startup company and quickly find that nobody is tracking the amount of money spent on
Oracle Cloud Infrastructure (OCI). Seeing an opportunity to help save money you begin creating a solution to better
track the cost of resources provisioned by each individual on the team. 

Which option allows you to identify excessive spend across all resources in your tenancy? (Choose the best answer.) 

A. Use the Python SDK to write a custom application that will monitor the Audit log. Look for CREATE events and
configure the application to send you an email each time a new resource is created. 

B. Create a tag namespace named BILLING with a Tag Key named CostCenter. Tag each of your resources with this
Tag Key and the correct value. 

C. Use the Events Service and create rules that will act when a new Object Storage bucket or Compute Instance has
been created. Have the rule email you each time one of these events occurs. 

D. Create a budget for each compartment that will send a notification when monthly spend reaches a predefined
amount. 

Correct Answer: D 

Reference: https://blogs.oracle.com/cloud-infrastructure/how-to-get-control-of-your-spending-in-oracle

cloud-infrastructure 

 

QUESTION 12

You have a Linux compute instance located in a public subnet in a VCN which hosts a web application. The security list
attached to subnet containing the compute instance has the following stateful ingress rule. 

The Route table attached to the Public subnet is shown below. You can establish an SSH connection into the compute
instance from the internet. However, you are not able to connect to the web server using your web browser. 



Which step will resolve the issue? (Choose the best answer.) 

A. In the route table, add a rule for your default traffic to be routed to NAT gateway. 

B. In the security list, add an ingress rule for port 80 (http). 

C. In the security list, remove the ssh rule. 

D. In the route table, add a rule for your default traffic to be routed to service gateway. 

Correct Answer: D 
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